
Based upon penetration tests and configuration reviews, XMCO hereby confirms that:

• The ScienceCloud applications hosted at www.sciencecloud.com have been assessed by security experts in regard to current known attack vectors

with OWASP and OSSTMM methodologies from their ISO version on pen.sciencecloud.com:

• Project Data: https://pen.sciencecloud.com/project;

• Compose&Capture: https://pen.pen-ulm.sciencecloud.com/compose/capture;

• MyQumas: https://pen-qumas-pen.sciencecloud.com/MyQumas;

• Notebook: https://pen.sciencecloud.com/experiments.

• No exploitable vulnerability was found as of the 16th of October 2024;

• The segregation between different application-level profiles provided by the application is effective and the data confidentiality is properly ensured.

Attestation of Security
This document certifies that 

Dassault Systèmes BIOVIA – ScienceCloud
Has been found secure in regard to Industry Security Best Practices

Issued by XMCO on 10/16/2024

To maintain compliance, Dassault Systèmes is required to successfully pass ongoing annual assessment. In addition, Dassault Systèmes must continuously identify and provide XMCO with the information regarding any 
modification to system components or source code related to the assessed web applications. The parties further agree that this certificate offers no guarantee or warranty to any third party that Dassault Systèmes is 
invulnerable to attacks or breaches in its security, and XMCO accordingly accepts no liability to any third party in the event of loss or damage caused by any failure or breach of Dassault Systèmes.
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Based upon penetration tests and configuration reviews, XMCO hereby confirms that:

• The ScienceCloud applications hosted at www.sciencecloud.com have been assessed by security experts in regard to current known attack vectors 

with OWASP and OSSTMM methodologies from their ISO version on pen.sciencecloud.com:

• Inventory: https://pen.sciencecloud.com/inventory/;

• Insight: https://pen2.pen-ulm.sciencecloud.com.

• No high vulnerability was found as of the 16th of October 2024.

Attestation of Security
This document certifies that 

Dassault Systèmes BIOVIA – ScienceCloud
Has been found secure in regard to Industry Security Best Practices

Issued by XMCO on 10/16/2024

To maintain compliance, Dassault Systèmes is required to successfully pass ongoing annual assessment. In addition, Dassault Systèmes must continuously identify and provide XMCO with the information regarding any 
modification to system components or source code related to the assessed web applications. The parties further agree that this certificate offers no guarantee or warranty to any third party that Dassault Systèmes is 
invulnerable to attacks or breaches in its security, and XMCO accordingly accepts no liability to any third party in the event of loss or damage caused by any failure or breach of Dassault Systèmes.
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Based upon penetration tests and configuration reviews, XMCO hereby confirms that:

• The ScienceCloud applications hosted at www.sciencecloud.com have been assessed by security experts in regard to current known attack vectors 

with OWASP and OSSTMM methodologies from their ISO version on pen.sciencecloud.com:

• Foundation: https://pen.pen-ulm.sciencecloud.com/foundation/hub/;

• Workbook:  https://pen.pen-ulm.sciencecloud.com/workbook/;

• Web Tasks: https://pen.sciencecloud.com/webtasks/.

Attestation of Security
This document certifies that 

Dassault Systèmes BIOVIA – ScienceCloud
Has been found secure in regard to Industry Security Best Practices

Issued by XMCO on 10/16/2024

To maintain compliance, Dassault Systèmes is required to successfully pass ongoing annual assessment. In addition, Dassault Systèmes must continuously identify and provide XMCO with the information regarding any 
modification to system components or source code related to the assessed web applications. The parties further agree that this certificate offers no guarantee or warranty to any third party that Dassault Systèmes is 
invulnerable to attacks or breaches in its security, and XMCO accordingly accepts no liability to any third party in the event of loss or damage caused by any failure or breach of Dassault Systèmes.
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