
ENOVIA IP Export Enforcement
Product Objective 
ENOVIA® IP Export Enforcement enforces security rules to prevent unauthorized disclosure of 
intellectual property (IP) within ENOVIA.  Successful operation of a multi-party Product Lifecycle 
Management (PLM) system includes the proper protection of the IP of the parties involved. The 
IP may belong to a commercial organization or may be restricted by a government. In all cases, 
the need is to prevent exposure of information to unauthorized individuals or information transfer 
to unauthorized locations.

Product Overview
ENOVIA IP Export Enforcement executes security rules based on export control restrictions 
every time a user attempts to view the IP in the ENOVIA system. Enforcement occurs during 
every search or navigation that could expose an item. ENOVIA IP Export Enforcement checks 
the credentials of the user against the special requirements previously applied to the items 
with the companion product, ENOVIA® IP Export Classification. The classified items can be 
either documents with files or pure metadata. The user credentials that are evaluated include 
citizenship, country-of-birth, organization affiliation, and current (country) location. Based on how 
the data has been classified, the IP can be completely hidden from users – it appears not to 
exist at all – or it can be exposed in a limited way. When completely hidden, the user is unaware 
that the IP has been excluded from the search or navigation results.

Product Highlights 
ENOVIA IP Export Enforcement has the following key capabilities when evaluating a user’s 
access to an item in the ENOVIA system:

•	 Access is  limited by IP security classifications in addition to the standard rules for user role 
and group that exist per each lifecycle state

•	 All rules from many item classifications must be passed before evaluating the lifecycle 
state access

•	 Users can experience limited access for some items and “silent,” no-show access for 
others, depending on their classification.

•	 Users are required to declare what country they are in at login
•	 A user’s change of citizenship, security level, organization affiliation, or location country 

may change access to items

Key Customer Benefits

• 	Manage and protect all relevant IP 
in the enterprise with a single PLM 
system

• 	Safely share the system with all 
manner of people regardless of 
their organizational affiliation, 
nationality, or physical location

• 	Simultaneously achieve compliance 
with national export regulations, 
internal IP protection rules, and 
contractual disclosure obligations
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About ENOVIA 
ENOVIA is the recognized leader in delivering collaborative PLM solutions. We enable companies from a broad range of industries to dramatically accelerate 
innovation, time-to-market and revenue generation by collaboratively developing, building and managing products. Our solutions facilitate the sharing of concepts, 
content and context across product lifecycles and throughout value chains of employees, customers, suppliers and partners.

ENOVIA collaborative PLM solutions help global enterprises bring together people, processes, content and systems to achieve a compelling competitive advantage. 
Our interoperable solutions unify and streamline processes across the product lifecycle, enabling companies to easily and cost-effectively work on projects within 
and outside of their enterprises. Our adaptable, scalable technology is built to accommodate the ever-changing marketplace.

About Dassault Systèmes  
As world leader in 3D and Product Lifecycle Management (PLM) solutions, the Dassault Systèmes group brings value to more than 90,000 customers in 80 
countries. A pioneer in the 3D software market since 1981, Dassault Systèmes develops and markets PLM application software and services that support industrial 
processes and provide a 3D vision of the entire life cycle of products from conception to maintenance. Our offering includes integrated PLM solutions for product 
development (CATIA®, DELMIA®, ENOVIA®, SMARTEAM®), mainstream product 3D design tools (SolidWorks®), 3D components (Spatial/ACIS®) and SIMULIA®, 
DS’ open scientific platform for realistic simulation. Dassault Systèmes is listed on the Euronext Paris (#13065, DSY.PA) stock exchange.  
For more information, visit 3ds.com.

To better understand the capabilities of ENOVIA IP Export 
Enforcement it is useful to describe how it affects users’ access to 
data in ENOVIA:

Export Control
A user has been working on a project for some time. He is a US 
citizen, but was born in Germany. Some familiar items one day 
become partially accessible—no metadata or files are visible. 
He suspects they have been ITAR (International Traffic in Arms 
Classification) classified and routes a request for inclusion on an 
export license.  The export control officer on the program includes 
him on a license after validating his credentials. After inclusion in 
the license, he can again see the details of the classified items.

Commercial IP
A user is on a trip to a company facility in another country and 
receives a task asking that she review the attached design. On 
navigating to the design she finds access is limited to just seeing 
the object’s type, name, and revision. Sending a response to the 
task originator uncovers the fact that the design is classified as 
Commercial IP. She is told she normally has access to Commercial 
IP, but not from that country. Therefore she must come home 
before completing the assignment. 

Classification Assistant
A user has many years with his company and is a senior designer 
trusted with sensitive material. While working on a project, he 
discovers several items that he believes should be classified as 
Commercial IP. Having access to ENOVIA® Library Experience 
he is able to protect the items from disclosure to unauthorized 
personnel by putting the items in what he believes to be the 
relevant security classification. The security class owner later 
judges most to be properly classified and a few requiring de-
classification.

The Role of ENOVIA V6 and PLM 2.0
ENOVIA IP Export Enforcement supports PLM 2.0, product lifecycle 
management online for everyone, and the ENOVIA V6 values: 
global collaborative innovation, single PLM platform for intellectual 
property (IP) management, online creation and collaboration, ready 
to use PLM business processes, and lower cost of ownership


